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Stellar strategies
for sticky situations

explain the bug out loud (®-®,

chapter 2
Explaining what's going wrong out loud is magic.

) GET ORGANIZED

so, when I do X thing, I'm getting
an error, and it doesn't make any
sense because 1 already checked
that A and B are working....

{ <pavse for 5 seconds> 0
N/ OH T SEE WHAT I happy s
DID WRONG to help! @
»
People call this "rubber ducking" because the other person (’j {

might as well be a rubber duck (they don't say anything!)

)
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document your quest o about this zine

For very tricky bugs, writing up an explanation of what

went wrong and how you figured it out is an amazing way This zine has:

+ + it. Lttt e,

o share knowledge and make sure you really understand i o a \mapufesfm with my general
271 [}

Ways I've done this in the past: debugging principles

so people can
% complain about it in the internal chat! « search for if!

Vvl re,

& write a quick explanation in the commit message @) a list of my favourite debugging - sfrqfeg|es -, which

& write a fun blog post telling my tale of woe! you can try in any order that maKes sense ’ro you

4 for really important work bugs, write a 5-page )
document with graphs explaining all the weird stuff

I learned along the way

@) / N J
/ . . . . (,ET\ / bET\
timebox your investigation B0, rule things out o & g

Y5 oS ’°c4N1¢

Sometimes 1 need to trick myself into getting

Once 1 have a list of suspects, I can think about
started: , 0

how to eliminate them.

UGH, I do NOT want to

look at this CSS bugiiit

I'm really confused, but 1
can at least check if the
server returned the right
HTTP response here..

—| Secver

SuseIciouS SuseiciouS

that response looks good!
the server isn't the problem!

1

.. 15 minutes later ... e~ you can't always

ctent here we're assuming that was the only request being made.
ortent Otherwise this wouldn't be a safe conclusion :)

® y N ®

90 o4 solve it in 15 Soswclous
all fixed! that minutes, but this P
wasn't so hard! works surprisingly
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~ > - ™
find related bugs
®simplify (@ @ improve your toolkit %
wrife a tiny program...........eee. .. 38 try out a new fool.....cccocovvivciccece, 52
When you're done fixing a bug, glance around to one thing of & HiMme..............omrr 3q types of debugging 4001S.............. 53
see if there are any obvious places in your code Hidy UP YOUT COE ..o 40 shorten your feedback loop.......... 54
that have the same bUg. delete the buggy code. ..., 41 add pretty prinfing....cooocovo... .55
redvce randomness.......owecrenies e U2 colours, graphs, and sounds.......... 56
I was calling function X wrong, T'll
check if we're calling that function @ get unstuck ®-O ® after it's fixed %
wrong angwherc else! take o breok ... 44 L R — 58
% investigate the bug together....... 45 fell a friend what you learned.....54
o timebox your investigation...............46 find related bugs...ovcne 60
wow, my assumption about how Y write a message asking for help... 4% add @ COMMENt ..o 61
worked was TOTALLY wrong, 1 explain #he bug ovt 1ovd ..o 43 document Your GUEST......rer 62
should go back and fix some things... make sure your code ic running......4d ,
do the annoying Thing..oococeiiciievece 50 ‘%
@ - J

draw a diagram

Some ideas:

Investigating a tricky bug requires a LOT of focus. flowchart

2

or anything else
(like a data structure!)

[Con [ _on_ [oH])
0 & Sseconzs

[+, , 0,0 L} 1,07

@

network diagram

ugh, nothing
is workKing...

> o©%o
googling the
Same errop
Message for
the 7th time — very frustrated

Instead, try one of these magical debugging techniques:
(even a 5 minute break can really help!)

cart continve cancel
icon shopping
shower!

M carticon /
-

state diagram

@
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. ()
do a victory lap a_; A
5 | . 6 |
Once you've solved it, don't forget to celebrate! Take a Q don't go it alone theres always a reason

break! Feel smart!

°, . P WHAT 1S computers are
@ i didit,ididit,) < :f"*’ '? no 'f‘:f HAPPENING 717 o= J always logical, even
i'm amazing fme for humility .',: when it doesn't feel
The best part of understanding a bug is that it makes 7 3
build your toolkit it can be an adventure

it SO MUCH easier for you to solve similar future bugs.

I've seen something like this N
fetore = before, maybe the problem is X7
(Vg
J

you wouldn't
BELIEVE the
weird bug 1
found!

wow, the CSS
inspector makes
debugging SO
MUCH EASIER

You
@ at your brilliance

4 \ 4
reduce randomness add lots of print statements ¢¢@&

colleague, awestruck ~

Z, Ay
EsT1l

It's much easier to debug when your program does

the exact same thing every time you run it. I love to add print statements that print out 1, 2, 3, 4, 5...

console.log(1) using descriptive strings is
= ' smarter, but 1 usually use
g- console. log(2) « numbers or "wtf??77"

console.log(3)

the bug only happens 10% of the
time, it's SO HARD to figure out if
my change fixed it or not

- This helps me construct a timeline of which parts of my
There are a bunch of tools for controlling your code ran and in what order: I
program's inputs to reduce randomness, for example: 3 2 2 T"ﬁéswe@

NGO
— many random number generators let you set the 1 EVE.:T\:A\/ ! qnE CAVSE \
seed so you get the same results every time \

—» faketime fakes the current time

—» libraries like Ruby's ver can record HTTP requests Often I'll discover something surprising, like "wait, 3, never

d lau deb (i d ) got printed??? Why not??77".
@ —» record/replay debuggers like rr record everything ) \_ @
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colours, graphs, and sounds (g3

Instead of printing text, your program can tell you
about its state by generating a picture! Or playing
sounds at kKey moments!

Some ways your programs can generate pictures
or sounds:

& add colours to your log lines

#radd around every HTML element!]

& Haskell has an option to beep “UQ)» at the
start of every major garbage collection
& draw a chart of events over time

& use graphviz to generate a diagram —
of your program's internal state

Messy code is harder to debug. this function
o°°® (is 100 lines???
o
o (who named these) . . .o
variables 717! me

Doing a tiny bit of refactoring can make things easier, like:
-» rename variables or functions

-» format it with a code formatter (go fmt, black, etc.)
—» add comments

—» delete old/untrue comments

Don't go overboard with the refactoring though: making
too many changes can easily introduce new bugs.

\, )

4 \
tidy up your code

(10, Y,

/ ¢IRST \

preserve the crime scene s

Sreed
One of the easiest ways to start is to save a copy
of the buggy code and its inputs/outputs:

B
& X

Depending on the situation, you might want to:

don't touch anything! we
need to preserve evidence!

—-+»make a git commit of the buggy code!
(on a branch, jusf for yov)

-»save the input that triggered the bug

—»save logs/screenshots to analyze later

-

\ ®
4 \
Jjump into a REPL ,4\,65

In dynamic languages (like Python / Ruby / 3S), you
can vuse a debugger to jump info an interactive
console (aka "REPL") at any point in your code.
Here's how to do it in Python 3:

@ edit your code my_var = call_some_function()
breakpoint() «— qdd +his ¥

@ refresh the page

® play around in the REPL! You can call any
function you want / try out fixes!
How fo do it in other languages:
% Ruby: binding.pry
#% Python (before 3.7): import pdb; pdb.set_trace()
% Javascript: debugger; @
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/ QOVE ¢\
shorten your feedback loop (=t

When you're investigating a bug, you'll need to
run the buggy code a million times.

UGH, 1 need to type all this
information into the form to

trigger the bug AGAIN??? This
is literally the 30th time :( (

Ways to speed it up:
% use a browser automation tool to fill in
forms / click buttons for you!
* write a unit test!
« avtorun your code every time you save!

4 , , V)
write a tiny program

Does your bug involve a library you don't understand?

@GH, requests is NOT working
Lhow 1 expected it to!
I like to convert my code using that library info a tiny
standalone program which has the same bug:

2 —

ant b 20 lines of
giant buggy program buggy code

I find this makes it WAY EASIER to experiment and ask
for help. And if it turns out that library actually has a

Obug, you can use your tiny program fo report it.
38

4 RS\ )
reread the error message =
Sree
After I've read the error message, I sometimes run
into one of these 3 problems:
@ misreading the °®o ok, it says g—\
message the error is o
in file X spoiler: it
n actually
‘ 000 said file ¥
@ disregarding \A./haf Jell, the message
fhe.message S says X, but that's § )
saying impossible... spoiler: it
was possible
@ rot actually °°i(er' she
. . oK, I reaad it... :
reading it did not read it
N @
(- W)
look at recent changes ¢¢©¢
Gesrs®

Often when something is broken, it's because of a recent
change. Usually I look at recent changes manvally, but
git bisect is an amazing tool for finding exactly which
git commit caused the problem.

We don't have space for a full git bisect tutorial here,
but here's how you start using it:

git bisect start
git bisect bad HEAD
git bisect good 1fe9dc

ID of a commit that
doesn't have the bug

Then you can either tag buggy commits manually or
run a script that does it avtomatically.

@)
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/ QOVE ;\
try out a new tool 5"%

There are TONS of great debugging tools (listed on
the next pagel!), but often they have a steep learning
curve. Some tips to get started:

—» get someone more experienced to show this is SO
you an example of how they'd use the tool helpfulll!

—etry it out when investigating a low stakes bug,
so it's no big deal if it doesn't work out

—» take notes with examples of the options you
used, so you can refer to them next time

@) J
- N\

find a new source of info

We all know to look at the official documentation.
Here are some less obvious places to look for answers:

* the projecf's Discord, Slack, IRC channel, or mailing list

# code search (search all of GitHub for how other
people are using that library!)

+ GitHub issues (did someone else have the same problem?)
¥ release notes (is the bug fixed in the new version?)
* o book chapter (you might have a book on this topic!)

* blog poste (sometimes there's an amazing

-

. . fT—RST\
inspect unreproducible bugs s
Srees
When you can't reproduce a bug locally, it's tempting to
Just fry random fixes and pray. Resist the temptation!
Some ways to get information:

—» try to reproduce the environment where it happened
—» ask for screenshots / screen recordings

—» add more logging, deploy your code, and repeat until

you understand what caused the bug

incredibly boring
—» read the code VERY VERY carefullye«— . . actually does
work sometimes

— do your experimentation somewhere

where you *can* reproduce the bug % °" @ sfaging
server? on someone

explanation on the 2nd page of Google results)

) J

\_ else's computer? @
4 \
comment out code g,@&
besry®

Commenting out code is an amazing way to quickly do
experiments and figure out which part of your code is
to blame. You can:

+* comment out a function call and replace it with a
hardcoded value, to check if the function call is broken

# if the error message doesn't give you a line number,
comment out huge chunks of the program until the
problem goes away

% comment out some code and rewrite it to see if
the new version is better

@



S¢

O (142440 $n0 WYy 3Dy 04 J1aquiawal snf) spuswagoys
yuud ppo o4 Jayndwod Aw uo apod s,Ripaqy

3y} 4p3 )1 sawipawos ‘Raouqy Rgny/sg/uoyifd o s 41

¥o0q 29044 pup 20VSSIUW U044 JnoR U0y Youvas ¥
24001ADU 0} J31SD3 i )pW 04 R)P20) 4 2uoTd 115 B
$2)dWoX3 40 22UN0S LyYIYD D 24D S4S3 | jSIS3) Y4 YoU0IasH

:2pov s,Aupuql) Joiwogun uo Guluoidxs oy sdi

‘Roinb R)oaa Jamsuop Aw
oW 5426 SauIpauWos 2pod Y} 40 YoUbas Wb v 4ng ‘ysay
}o BulypIWILUL SPUNOS ] j2pO2 224n0S 3y} SRoM)o S,243y4

‘SO0p OU 24D 243y} UYM 4Ng ‘PIUaUINI0p 4,US! 3pOY 40 S}0]

AAREN

2poo s,Aunugl) 3y} poad
o

1IX100L dNOA JAOHdWI

/ J91deyd

- ®

sw3)qoid Y4 pa4ao4s 4oyy 4ol
1SJ14 32U} puUlS “SI0II2 3O IPDISDD D S,943Y} H o

uolypaado Jowiou Buunp uaddoy os)o jusaop 4
24nS 2)DW 0} Y24pas ‘aul) Bo) snoidsns v 995 NOR J1 o

Juswndop v ojul (jsuoiypiaidiaur anof
pup) saun Bo) a4sod pup Rdod :zulswIL D P)ING &

+sanbaa yoy; Joy sB0) ays o 436 o) g1
s,452nbaa Joyy Jos YouoaS pup ysanbaa pappy T puls

(A- dau3 ypm s)dumxa JO}) S3Ul) JUDAI)2UJ! LNO UD})lS e

:sdi} awos ‘san)o 1oy s60) ays YBnoays quod o}
pa3u nof sawiyawos ‘Gng v aonpoidas juod nof 41

¢ o2 s60) ay4 2zR)pup
\@' J
- ®

$Xapul uo Buisn s

o@ jowiy v 4o
Raanb ayy 41 pno puiy 1 o . 3uo jMou Joy
° L]

uod )M *mojs st Rianb suolpsanb Jayto
2S0go}op S} ‘Wwy . @ 4— 753Ut )0 2.40ub!
Q Qe e
oo

uoiysanb yoy} o4 Jamsuv 3y} jno 2unBiy §)
S24NUIW O0Z~ Ul } 240014SaAUI UDD NOR

Joy4 yBnoua )ows si uoiysanb ayy 2uns oW (D

6ng 3y 4nogo NOILSIND INO Y#M dn awod ®

:s1 §594604d a)0W 04 op 0} aAVY NOA
No 4ng ‘3)gissodwi pup a6ny j234 upd BuIBBNgag

§d3Ls

o uolysanb )jows suo Ryipuap!
\lgxﬁ /




4 GERN)
do the annoying thing ®-0,

Vs 0l

Sometimes when I'm debugging, there are things I'll
refuse to try because they take too long.

§OO°

But as 1 become more and more desperate, eventually
I'll give in and do the annoying thing. Often it helps!

ugh, that part of the code is so
confusing, I don't want to look at it..

FINE, T'll look at that code...

oh, yeah, here's the bug

D) J
4 \
learn one small thing ,,@%

Bugs are a GREAT way to discover things on the
edge of your knowledge.

205 hmm, part of the problem here is that 1 don't
understand how position: absolute works...

Finding one small thing I don't understand and
learning it is really useful (and pretty fun!)

/ ¢IRST \

retrace the code's steps S

S7eP
Here's a classic (but still very effective!) way to
get started:
() find the line of code where the error happened

@ frace backwards to investigate what could have
cavsed that error. Keep asking "why?"

There's an error on line 58...
L that's because this variable has the wrong valve...

L—n‘he valve is set by calling this function...

to the API...

format 1 expected! Why is that?

%o
? now I understand position: absolute! cool!

L.
% ‘—the API response doesn't have the
-

that function is making an HTTP request

chapter 4

RESEARCH
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